
 

 

 

Spam Trap Overview 
. 

Spam Trap addresses are addresses that have been established for the sole reason of catching 
illegitimate email. There are three categories or types of spam traps including:  

 Spam Traps. E-mail addresses that are created not for communication, but rather to lure spam. 
In order to prevent legitimate email from being invited, the e-mail address will typically only be 
published in a location hidden from view such that an automated e-mail address harvester (used 
by spammers) can find the email address, but no sender would be encouraged to send messages 
to the email address for any legitimate purpose. Since no e-mail is solicited by the owner of this 
spam trap e-mail address, any e-mail messages sent to this address are immediately considered 
unsolicited. 
 

 Honey Pots. Some organizations involved in tackling spam put specific email addresses on a 
website for the sole purpose of attracting harvesting software. These addresses are never used 
for any other purpose: they are merely listed on a web page in such a way that no human would 
ever discover them or seek to send email to them. This process is known as email address 
harvesting and is usually automated using special "address harvesting" software. Any email sent 
to such "honeypot" addresses must, by definition, be spam. The address owner never added the 
email voluntarily to any email list: they just put it up on a website. So it must have been harvested 
by a spammer and added without permission to a mailing list. 
 

 Dormant Addresses. Email accounts or addresses that were once active, valid users, which 
have been expired for a significant period of time. These addresses are reactivated and used 
similarly to new spam traps. They will not subscribe to any email communications or 
communicate in any way. It is important to note with the second type of spam trap that senders 
employing solid bounce management procedures should have deactivated any old addresses 
reported by the ISP as an unknown user. If a sender continues to send to an address that is so 
old that it was deactivated and then reactivated as a Spam Trap, it can be indicative of poor data 
management as well. 

If you send an email to a spam trap, this will damage your reputation as a sender of email with the 
organization managing the incoming email. The exact consequences are impossible to quantify, given the 
variety of spam traps and organizations involved. But one thing is sure: sending email to spam traps gets 
you another tick on the "is this a spammer?" checklist. So it can mean your email is given closer scrutiny 
or even blocked from delivery. 

Questions? Please feel free to contact us at info@Impressionwise.com. 
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